Sequencing Rationale:

The curriculum design for the Internet Safety Unit takes students through four important sections: Protecting themselves online, Keeping their information secure, Treating others appropriately online (cyberbulling) and Behaving ethically online. Each section increases importance as we explore safety on behalf of the individual through the legal ramifications on others and business (illegal downloading.)

These units begin at the most rudimentary element of protecting an individual’s online identity. Students will gain an appreciation of protecting their own safety online and understand ways in which they can experience and enjoy the online word, but keep their private information out of harms way. Since this unit is taught to sixth graders it is important to instill the importance of private information at an early age, since this is often the time that students begin to be involved with social networking online. 

Once students understand how to protect their own identity and information online, it is then important for them to understand how to keep their information and their personal computers safe and secure. With online crime increasing, password protection and computer security is a necessity for every person who ventures into the “cyberworld.” Through this second subunit, students at a young age can develop the skills necessary to keep their information safe from online predators and hackers. Students will explore ways to determine what information is acceptable to receive and how to protect their private information through the correct development of appropriate passwords.

As stated in the statement of purpose, cyberbullying is becoming a nationally recognized issue among students of all ages. This subunit identifies for students what cyberbullying is and how to prevent it. Once a student understands how to protect themselves online through the first two subunits, the next step is to understand how their actions can hurt others. In order to stop cyberbullying, students have to recognize wrongful actions and understand the importance of respecting others in the online world.

Finally, the fourth subunit teaches students how to behave ethically online. There are millions of items at a student’s fingertips when they log on to their computers. Dealing with what is appropriate to download and copy needs to be addressed in order for students to develop correct online behaviors. Students will look at how subjects such as illegal downloading and song lifting are directly related to stealing in an everyday environment. Once students understand how to protect their own information, they will then recognize that the property of others online is to be respected as well. This will allow them to develop ethical characteristics that they will carry with them every time they go online.
This sequencing rationale provides a more in-depth look at internet safety as they progress through each unit. Working through each subunit allows students the chance to build their computer vocabulary and recognize words and concepts that are only related to cyberspace. In addition, students review real world situations that demonstrate the need for practicing safe, ethical behaviors online. The sequence allows students to build their internet safety knowledge from the most basic about themselves to understanding how their actions affect others both in their school (cyberbulling) and in the corporate world (illegal downloading). Students leave this unit with a firm understanding of internet safety and its importance.
